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Redegjørelse for arbeid med menneskerettigheter og anstendige 
arbeidsforhold 
 
Rapporteringsperiode: 1. juli 2022-31.desember 2022  
 

1. Innledning og generell informasjon 
Åpenhetsloven § 5 fastsetter at virksomheter skal offentliggjøre en redegjørelse for 
aktsomhetsvurderingene de har gjort. Formålet med denne redegjørelsen er å gi allmennheten 
innsikt i Vassbakk & Stol AS) nøkkelfunn i aktsomhetsvurderingene, og hvilke tiltak som er 
iverksatt.  

Bedriften er en maskinentreprenør som utfører et bredt spekter av grunnarbeid innen 
vegbygging, VA, industri, landanlegg olje og gass. Bedriften har to hovedmarkedsområder: 
Lokalt marked på vestlandet (Vestland og Rogaland fylke som kjernemarkedsområde). 
Nasjonale prosjekter i hele Norge sammen med anleggsvirksomheten i Skanska. 

Portefølgen består av mindre, mellomstore og store prosjekt samt deltakelse på de største 
samferdselsprosjektene i Skanska anlegg.  

Vassbakk & Stol jobber for å ivareta menneskerettigheter og anstendige arbeidsforhold i hele 
vår virksomhet og leverandørkjede. Vi driver vår forretningsvirksomhet på en måte som er 
forenlig med FNs veiledende prinsipper for næringsliv og menneskerettigheter og FNs Global 
Compacts ti prinsipper.  

Vassbakk & Stol er en del av det organiserte arbeidslivet og er tilsluttet MEF.  Vi har 650 
ansatte. Våre verdier og våre etiske retningslinjer for leverandører og seriøsitetsbestemmelser 
er vårt fundament i arbeidet for å ivareta menneskerettigheter og fremme gode arbeidsforhold 
hos våre leverandører og forretningsforbindelser, og videre i vår leverandørkjede. Alle som 
jobber i bedriften og alle som jobber for bedriften skal ha trygge og anstendige arbeidsforhold 
og betingelser, og grunnleggende menneskerettigheter skal ivaretas.  

Vassbakk & Stol er en del av Skanska Norge konsernet og er omfattet av det arbeidet som 
gjøres i konsernet knyttet til sikring av menneskerettigheter og anstendige arbeidsforhold. Det er 
utarbeidet felles risikokategorier og prioriteringsområder for konsernet, og det er besluttet felles 
tiltaksplan for alle selskapene i konsernet. 

Arbeidet med menneskerettigheter og anstendige arbeidsforhold er forankret i en 
ansvarlighetspolicy som er vedtatt av styret. Policyen er vedlagt denne redegjørelsen som 
vedlegg 2. Policyen er utarbeidet felles for alle selskap i Skanska Norge konsernet. Videre er 
arbeidet med menneskerettigheter og anstendige arbeidsforhold forankret i styret og 
konsernledelsen gjennom deres eierskap til andre policyer og retningslinjer, herunder etiske 
retningslinjer for ansatte og etiske retningslinjer for leverandører, innkjøpspolicy, 
antikorrupsjonspolicy og Helse- og sikkerhetspolicy. Våre etiske retningslinjer for leverandører 
er en del av alle leverandør/innkjøpsavtaler og kommunisert under «Informasjon for 
leverandører» på Skanskas hjemmeside og Vassbakk & Stol egen hjemmeside. Skanska Norge 
konsernet har gode rutiner for å sikre at leverandører og engasjerte selskaper opererer innenfor 
lovens rammer når det gjelder betaling av skatter og avgifter, sikkerhet, samt sosial dumping. 
Dette vurderes som svært viktig for å sikre gode arbeidsforhold, lønnsbetingelser og andre 
grunnleggende rettigheter. 



 
Arbeidet med aktsomhetsvurderinger og betydningen av menneskerettigheter og anstendige 
arbeidsforhold i leverandørkjeden er primært kommunisert til ansatte gjennom vårt 
styringssystem. Vassbakk & Stol har etablert en prosess/rutine knyttet til arbeidet med 
menneskerettigheter og anstendige arbeidsforhold. Rutinene bygger på OECDs veileder for 
aktsomhetsvurderinger for ansvarlig næringsliv. Prosessen er innarbeidet i det etablerte 
styringssystem og prosessen er innført for alle selskap i Skanska Norge konsernet.  
 
Prosessen omfatter blant annet fordeling av ansvar og arbeidsoppgaver i vår virksomhet knyttet 
til ivaretakelse av menneskerettigheter og ansvarlige arbeidsforhold, herunder kartlegging og 
vurdering av negativ påvirkning/skade ut fra egen virksomhet, leverandørkjeder og  
forretningsforbindelser. Skanska har et system for leverandørevaluering og 
leverandørgodkjenning som også Vassbakk & Stol er en del av. Risiko for brudd på 
menneskerettigheter og anstendige arbeidsforhold er vurdert for samtlige kategorier av 
leverandører.  Åpenhetsloven og de krav som stilles til aktsomhetsvurderinger er således 
innarbeidet i vår leverandørgodkjenningsprosess.  
 
 
Vi gjennomfører også etiske vurderinger av nye samarbeidspartnere og enkelte store 
leverandører. Dette innebærer blant annet vurdering av risiko for brudd på menneskerettigheter 
og anstendige arbeidsforhold, samt kontroll av eventuelle sanksjoner. Vi benytter oss av 
tjenesten Dow Jones som gir mulighet for sanksjonsjekk og sjekk av leverandører opp mot 
negativ medieomtale. 
 
Det er videre etablert rutiner i vårt styringssystem for behandling av informasjonskrav fra 
allmenheten. På hjemmesiden til Skanska finner man informasjon om hvordan Skanska 
arbeider med åpenhetsloven, og det er etablert en mailadresse hvor man kan stille spørsmål og 
få informasjon. Dette omfatter også Vassbakk & stol. 
 

2. Aktsomhetsvurderinger/risikovurderinger 

Da Vassbakk & Stol er en del av Skanska Norge konsernet er våre leverandører og 
samarbeidspartnere omfattet av Skanska Norge sitt arbeid med aktsomhetsvurderinger. Dette 
arbeidet utføres av konsernets innkjøpsavdeling med støtte av konsernjuridisk og konsernets 
avdeling for bærekraft, samt avdeling for sikkerhet, helse og seriøsitet. En nærmere 
redegjørelse om vår risikokartlegging og de risikoområdene som Skanska Norge konsernet, 
herunder Vassbakk & Stol har valgt å fokusere på, samt tiltak er derfor gitt i en samlet 
gjennomgang i kap 2 om aktsomhetsvurderinger og tiltak i redegjørelsen som er utarbeidet av 
Skanska Norge. Redegjørelsen er vedlagt som vedlegg 1.  

 
  
 
Signatur  
 
 
 
Vedlegg 1: Redegjørelse Skanska Norge 

Vedlegg 2: Policy vedtatt av styret 
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Åpenhetsloven

• Vi har implementert konsernets dokumenter  i styringssystem.

• Gjennomført to møter hvor følgende har deltatt: Tonje Urdal Sand (juridisk), Aslaug Jakobsen (HMS), Runar 

Ingvaldsen (kontrakt), Svein Magnus Sørensen (innkjøp), Inge Jan Thorsen.

• Policy er tilgjengeliggjort på nettside.

• Oppfølging i ledermøte i januar 2023.

• Årlig redegjørelse for hvordan denne følges opp.

Åpenhetsloven skal fremme virksomheters respekt for menneskerettigheter og anstendige 
arbeidsforhold, samt sikre allmenheten tilgang på informasjon.
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           Id-event: User Initiated
           2023-06-28T09:52:43Z
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             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36
          
        
         
           Id-event: Norwegian BankID Session Created
           2023-06-28T09:52:43Z
           
             TrAGPaUc6AfQ0Oc5
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             193.214.64.194
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36
          
        
         
           Id-event: Norwegian BankID Initiated
           2023-06-28T09:52:44Z
           
             193.214.64.194
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36
          
        
         
           Id-event: Norwegian BankID Success
           2023-06-28T09:53:03Z
           
             9578-5999-4-1561046
             193.214.64.194
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36
          
        
         
           eaccept-authsession-success
           2023-06-28T09:53:03.82Z
           
             User has successfully authed
             645c823f62144746ba12b02f00a2cb00
             NoBankidNetcentric
             9578-5999-4-1561046
             -----BEGIN CERTIFICATE----------END CERTIFICATE-----
             193.214.64.194
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36
          
        
         
           eaccept-sign-success
           2023-06-28T09:53:03.8275929Z
           
             User has successfully used eaccept to sign the document
             identification
             193.214.64.194
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36
          
        
      
    
     
       
         
           Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1
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           document-created
           2023-06-28T09:15:31.945Z
           
             Created by API (http://signapi.signicat.io/api/documents)
             23.97.132.18
             p9986b9472a1f453dbba71cfdea26c0de
          
        
         
           link-clicked
           2023-06-28T17:19:10.5Z
           
             User clicked link sent in SMS to: +4798210173
             Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1
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             8bad6731-e707-4641-a866-b02f009894e0
             identification
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           2023-06-28T17:19:10.796Z
           
             User has to authenticate themselves before they can see the document
             SmsOtp
             39d214b0ad454b8593e9b02f011d6b43
             88.98.116.226
             Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1
          
        
         
           auth-before-sign-success
           2023-06-28T17:19:36.952Z
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             +4798210173
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[

  {

    "SignerId": "611f1130-3d78-4d59-a9ee-b02f009894e0",

    "SignerName": "Thorsen, Inge Jan",

    "DateOfBirth": "1963-02-13",

    "EacceptMethodUniqueId": "9578-5997-4-359247",

    "HandwrittenSignature": null,

    "EacceptMethod": "BankID (NO)",

    "EacceptMethodRaw": "no_bankid",

    "IsSmsOtp": false,

    "ShowNameIsManuallyEnteredBySignerLabel": false,

    "SignedTime": "2023-06-28T12:38:55.673Z",

    "Events": [

      {

        "Environment": {

          "SigningServer": null,

          "SigningClient": {

            "PKIProvider": null,

            "UserAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",

            "OS": "Windows 10",

            "IP": "193.214.64.194",

            "Platform": null

          },

          "HostServer": {

            "DNS": "signapi.signicat.io",

            "OS": "Unix 5.15.89.0",

            "IP": "172.20.1.80",

            "NET_VERSION": null,

            "MachineName": "signature-api-c55497f94-gmd8j"

          }

        },

        "Signature": [],

        "Events": [

          {

            "Name": "document-created",

            "TimeStamp": "2023-06-28T09:15:31.945Z",

            "Data": [

              {

                "value": "Created by API (http://signapi.signicat.io/api/documents)",

                "key": "description"

              },

              {

                "value": "23.97.132.18",

                "key": "Server-IP"

              },

              {

                "value": "p9986b9472a1f453dbba71cfdea26c0de",

                "key": "Oauth2-ClientId"

              }

            ]

          },

          {

            "Name": "link-clicked",

            "TimeStamp": "2023-06-28T12:37:33.395Z",

            "Data": [

              {

                "value": "User clicked link sent in Email to: inge-jan.thorsen@vassbakk.no",

                "key": "description"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",

                "key": "user-agent"

              },

              {

                "value": "193.214.64.194",

                "key": "client-ip"

              },

              {

                "value": "611f1130-3d78-4d59-a9ee-b02f009894e0",

                "key": "signer-id"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "smsOtp",

                "key": "auth-before-sign-mechanism"

              }

            ]

          },

          {

            "Name": "init-auth-before-sign",

            "TimeStamp": "2023-06-28T12:37:33.665Z",

            "Data": [

              {

                "value": "User has to authenticate themselves before they can see the document",

                "key": "description"

              },

              {

                "value": "SmsOtp",

                "key": "authentication-method"

              },

              {

                "value": "d99e61a9940546d99702b02f00d011f5",

                "key": "authentication-sessionId"

              },

              {

                "value": "193.214.64.194",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "auth-before-sign-success",

            "TimeStamp": "2023-06-28T12:38:05.829Z",

            "Data": [

              {

                "value": "User has successfully authenticated themselves",

                "key": "description"

              },

              {

                "value": "SmsOtp",

                "key": "authentication-method"

              },

              {

                "value": "+4793015575",

                "key": "auth-response-unique-id"

              },

              {

                "value": "193.214.64.194",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "read-document-3a432252-0d91-4b96-a0aa-b02f00989421",

            "TimeStamp": "2023-06-28T12:38:06.947Z",

            "Data": [

              {

                "value": "ZXZECBdkpDNVyNWAFHk1/MYmwLJbIt3sOjBcrTjEFVs=",

                "key": "document-hash-sha-256"

              },

              {

                "value": "redegjørelse åpenhetsloven_0.1.pdf",

                "key": "document-title"

              },

              {

                "value": "3a432252-0d91-4b96-a0aa-b02f00989421",

                "key": "document-id"

              },

              {

                "value": "pdfjs 2.14.305",

                "key": "pdf-viewer"

              },

              {

                "value": "User viewed document in pdfViewer",

                "key": "description"

              },

              {

                "value": "193.214.64.194",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "init-eaccept-auth",

            "TimeStamp": "2023-06-28T12:38:17.25Z",

            "Data": [

              {

                "value": "User has to accept/sign the document(s) with specified authentication methods",

                "key": "description"

              },

              {

                "value": "NoBankidNetcentric",

                "key": "authentication-method"

              },

              {

                "value": "62ba35c825054db4be8eb02f00d0450b",

                "key": "authentication-session-id"

              },

              {

                "value": "193.214.64.194",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Session Created",

            "TimeStamp": "2023-06-28T12:38:17Z",

            "Data": [

              {

                "value": "35.234.168.140",

                "key": "ipAddress"

              },

              {

                "value": "https://id-api.idfy.io/sessions?accountId=78fd9481-bdd5-490d-885d-a727010f9f2d",

                "key": "requestUrl"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: User Initiated",

            "TimeStamp": "2023-06-28T12:38:17Z",

            "Data": [

              {

                "value": "193.214.64.194",

                "key": "ipAddress"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",

                "key": "userAgent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Session Created",

            "TimeStamp": "2023-06-28T12:38:17Z",

            "Data": [

              {

                "value": "uWYJxfmRE2IamKrU",

                "key": "clientId"

              },

              {

                "value": "VZ1kb2QoJYVaISiBt93htR1U0Bo4",

                "key": "traceId"

              },

              {

                "value": "193.214.64.194",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Initiated",

            "TimeStamp": "2023-06-28T12:38:19Z",

            "Data": [

              {

                "value": "193.214.64.194",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Success",

            "TimeStamp": "2023-06-28T12:38:55Z",

            "Data": [

              {

                "value": "9578-5997-4-359247",

                "key": "providerId"

              },

              {

                "value": "193.214.64.194",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-authsession-success",

            "TimeStamp": "2023-06-28T12:38:55.716Z",

            "Data": [

              {

                "value": "User has successfully authed",

                "key": "description"

              },

              {

                "value": "62ba35c825054db4be8eb02f00d0450b",

                "key": "authentication-sessionId"

              },

              {

                "value": "NoBankidNetcentric",

                "key": "authentication-method"

              },

              {

                "value": "9578-5997-4-359247",

                "key": "auth-response-unique-id"

              },

              {

                "value": "-----BEGIN CERTIFICATE----------END CERTIFICATE-----",

                "key": "signing-certificate"

              },

              {

                "value": "193.214.64.194",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-sign-success",

            "TimeStamp": "2023-06-28T12:38:55.7241318Z",

            "Data": [

              {

                "value": "User has successfully used eaccept to sign the document",

                "key": "description"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "193.214.64.194",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",

                "key": "user-agent"

              }

            ]

          }

        ]

      }

    ],

    "MergeFieldData": {

      "DateOfBirth": "1963-02-13"

    },

    "EidLogo": null,

    "NameIsManuallyEnteredBySigner": false

  },

  {

    "SignerId": "1e8481d1-ad5b-43dc-908b-b02f009894e0",

    "SignerName": "Tveit, Tore",

    "DateOfBirth": "1982-06-28",

    "EacceptMethodUniqueId": "9578-5999-4-1561046",

    "HandwrittenSignature": null,

    "EacceptMethod": "BankID (NO)",

    "EacceptMethodRaw": "no_bankid",

    "IsSmsOtp": false,

    "ShowNameIsManuallyEnteredBySignerLabel": false,

    "SignedTime": "2023-06-28T09:53:03.78Z",

    "Events": [

      {

        "Environment": {

          "SigningServer": null,

          "SigningClient": {

            "PKIProvider": null,

            "UserAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",

            "OS": "Windows 10",

            "IP": "193.214.64.194",

            "Platform": null

          },

          "HostServer": {

            "DNS": "signapi.signicat.io",

            "OS": "Unix 5.15.89.0",

            "IP": "172.20.2.5",

            "NET_VERSION": null,

            "MachineName": "signature-api-c55497f94-rlxjg"

          }

        },

        "Signature": [],

        "Events": [

          {

            "Name": "document-created",

            "TimeStamp": "2023-06-28T09:15:31.945Z",

            "Data": [

              {

                "value": "Created by API (http://signapi.signicat.io/api/documents)",

                "key": "description"

              },

              {

                "value": "23.97.132.18",

                "key": "Server-IP"

              },

              {

                "value": "p9986b9472a1f453dbba71cfdea26c0de",

                "key": "Oauth2-ClientId"

              }

            ]

          },

          {

            "Name": "link-clicked",

            "TimeStamp": "2023-06-28T09:52:14.927Z",

            "Data": [

              {

                "value": "User clicked link sent in Email to: tore.tveit@skanska.no",

                "key": "description"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",

                "key": "user-agent"

              },

              {

                "value": "193.214.64.194",

                "key": "client-ip"

              },

              {

                "value": "1e8481d1-ad5b-43dc-908b-b02f009894e0",

                "key": "signer-id"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "smsOtp",

                "key": "auth-before-sign-mechanism"

              }

            ]

          },

          {

            "Name": "init-auth-before-sign",

            "TimeStamp": "2023-06-28T09:52:15.251Z",

            "Data": [

              {

                "value": "User has to authenticate themselves before they can see the document",

                "key": "description"

              },

              {

                "value": "SmsOtp",

                "key": "authentication-method"

              },

              {

                "value": "dd9855a890564c57827db02f00a2aacf",

                "key": "authentication-sessionId"

              },

              {

                "value": "193.214.64.194",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "auth-before-sign-success",

            "TimeStamp": "2023-06-28T09:52:34.505Z",

            "Data": [

              {

                "value": "User has successfully authenticated themselves",

                "key": "description"

              },

              {

                "value": "SmsOtp",

                "key": "authentication-method"

              },

              {

                "value": "+4794835491",

                "key": "auth-response-unique-id"

              },

              {

                "value": "193.214.64.194",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "read-document-3a432252-0d91-4b96-a0aa-b02f00989421",

            "TimeStamp": "2023-06-28T09:52:34.979Z",

            "Data": [

              {

                "value": "ZXZECBdkpDNVyNWAFHk1/MYmwLJbIt3sOjBcrTjEFVs=",

                "key": "document-hash-sha-256"

              },

              {

                "value": "redegjørelse åpenhetsloven_0.1.pdf",

                "key": "document-title"

              },

              {

                "value": "3a432252-0d91-4b96-a0aa-b02f00989421",

                "key": "document-id"

              },

              {

                "value": "pdfjs 2.14.305",

                "key": "pdf-viewer"

              },

              {

                "value": "User viewed document in pdfViewer",

                "key": "description"

              },

              {

                "value": "193.214.64.194",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "init-eaccept-auth",

            "TimeStamp": "2023-06-28T09:52:42.716Z",

            "Data": [

              {

                "value": "User has to accept/sign the document(s) with specified authentication methods",

                "key": "description"

              },

              {

                "value": "NoBankidNetcentric",

                "key": "authentication-method"

              },

              {

                "value": "645c823f62144746ba12b02f00a2cb00",

                "key": "authentication-session-id"

              },

              {

                "value": "193.214.64.194",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Session Created",

            "TimeStamp": "2023-06-28T09:52:42Z",

            "Data": [

              {

                "value": "35.234.168.140",

                "key": "ipAddress"

              },

              {

                "value": "https://id-api.idfy.io/sessions?accountId=78fd9481-bdd5-490d-885d-a727010f9f2d",

                "key": "requestUrl"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: User Initiated",

            "TimeStamp": "2023-06-28T09:52:43Z",

            "Data": [

              {

                "value": "193.214.64.194",

                "key": "ipAddress"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",

                "key": "userAgent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Session Created",

            "TimeStamp": "2023-06-28T09:52:43Z",

            "Data": [

              {

                "value": "TrAGPaUc6AfQ0Oc5",

                "key": "clientId"

              },

              {

                "value": "bYLKF6GneeNBxY89RgxHZ13Yh6fI",

                "key": "traceId"

              },

              {

                "value": "193.214.64.194",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Initiated",

            "TimeStamp": "2023-06-28T09:52:44Z",

            "Data": [

              {

                "value": "193.214.64.194",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Success",

            "TimeStamp": "2023-06-28T09:53:03Z",

            "Data": [

              {

                "value": "9578-5999-4-1561046",

                "key": "providerId"

              },

              {

                "value": "193.214.64.194",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-authsession-success",

            "TimeStamp": "2023-06-28T09:53:03.82Z",

            "Data": [

              {

                "value": "User has successfully authed",

                "key": "description"

              },

              {

                "value": "645c823f62144746ba12b02f00a2cb00",

                "key": "authentication-sessionId"

              },

              {

                "value": "NoBankidNetcentric",

                "key": "authentication-method"

              },

              {

                "value": "9578-5999-4-1561046",

                "key": "auth-response-unique-id"

              },

              {

                "value": "-----BEGIN CERTIFICATE----------END CERTIFICATE-----",

                "key": "signing-certificate"

              },

              {

                "value": "193.214.64.194",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-sign-success",

            "TimeStamp": "2023-06-28T09:53:03.8275929Z",

            "Data": [

              {

                "value": "User has successfully used eaccept to sign the document",

                "key": "description"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "193.214.64.194",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36",

                "key": "user-agent"

              }

            ]

          }

        ]

      }

    ],

    "MergeFieldData": {

      "DateOfBirth": "1982-06-28"

    },

    "EidLogo": null,

    "NameIsManuallyEnteredBySigner": false

  },

  {

    "SignerId": "8bad6731-e707-4641-a866-b02f009894e0",

    "SignerName": "Nesse, Erik Nistad",

    "DateOfBirth": "1974-06-11",

    "EacceptMethodUniqueId": "9578-5999-4-1429182",

    "HandwrittenSignature": null,

    "EacceptMethod": "BankID (NO)",

    "EacceptMethodRaw": "no_bankid",

    "IsSmsOtp": false,

    "ShowNameIsManuallyEnteredBySignerLabel": false,

    "SignedTime": "2023-06-28T17:21:25.654Z",

    "Events": [

      {

        "Environment": {

          "SigningServer": null,

          "SigningClient": {

            "PKIProvider": null,

            "UserAgent": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1",

            "OS": "iOS 16.3.1",

            "IP": "88.98.116.226",

            "Platform": null

          },

          "HostServer": {

            "DNS": "signapi.signicat.io",

            "OS": "Unix 5.15.89.0",

            "IP": "172.20.1.80",

            "NET_VERSION": null,

            "MachineName": "signature-api-c55497f94-gmd8j"

          }

        },

        "Signature": [],

        "Events": [

          {

            "Name": "document-created",

            "TimeStamp": "2023-06-28T09:15:31.945Z",

            "Data": [

              {

                "value": "Created by API (http://signapi.signicat.io/api/documents)",

                "key": "description"

              },

              {

                "value": "23.97.132.18",

                "key": "Server-IP"

              },

              {

                "value": "p9986b9472a1f453dbba71cfdea26c0de",

                "key": "Oauth2-ClientId"

              }

            ]

          },

          {

            "Name": "link-clicked",

            "TimeStamp": "2023-06-28T17:19:10.5Z",

            "Data": [

              {

                "value": "User clicked link sent in SMS to: +4798210173",

                "key": "description"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              },

              {

                "value": "88.98.116.226",

                "key": "client-ip"

              },

              {

                "value": "8bad6731-e707-4641-a866-b02f009894e0",

                "key": "signer-id"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "smsOtp",

                "key": "auth-before-sign-mechanism"

              }

            ]

          },

          {

            "Name": "init-auth-before-sign",

            "TimeStamp": "2023-06-28T17:19:10.796Z",

            "Data": [

              {

                "value": "User has to authenticate themselves before they can see the document",

                "key": "description"

              },

              {

                "value": "SmsOtp",

                "key": "authentication-method"

              },

              {

                "value": "39d214b0ad454b8593e9b02f011d6b43",

                "key": "authentication-sessionId"

              },

              {

                "value": "88.98.116.226",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "auth-before-sign-success",

            "TimeStamp": "2023-06-28T17:19:36.952Z",

            "Data": [

              {

                "value": "User has successfully authenticated themselves",

                "key": "description"

              },

              {

                "value": "SmsOtp",

                "key": "authentication-method"

              },

              {

                "value": "+4798210173",

                "key": "auth-response-unique-id"

              },

              {

                "value": "88.98.116.226",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "read-document-3a432252-0d91-4b96-a0aa-b02f00989421",

            "TimeStamp": "2023-06-28T17:19:37.385Z",

            "Data": [

              {

                "value": "ZXZECBdkpDNVyNWAFHk1/MYmwLJbIt3sOjBcrTjEFVs=",

                "key": "document-hash-sha-256"

              },

              {

                "value": "redegjørelse åpenhetsloven_0.1.pdf",

                "key": "document-title"

              },

              {

                "value": "3a432252-0d91-4b96-a0aa-b02f00989421",

                "key": "document-id"

              },

              {

                "value": "pdfjs 2.14.305",

                "key": "pdf-viewer"

              },

              {

                "value": "User viewed document in pdfViewer",

                "key": "description"

              },

              {

                "value": "88.98.116.226",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "init-eaccept-auth",

            "TimeStamp": "2023-06-28T17:20:48.14Z",

            "Data": [

              {

                "value": "User has to accept/sign the document(s) with specified authentication methods",

                "key": "description"

              },

              {

                "value": "NoBankidNetcentric",

                "key": "authentication-method"

              },

              {

                "value": "4404ddcbf6404637a914b02f011ddd54",

                "key": "authentication-session-id"

              },

              {

                "value": "88.98.116.226",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Session Created",

            "TimeStamp": "2023-06-28T17:20:48Z",

            "Data": [

              {

                "value": "35.234.168.140",

                "key": "ipAddress"

              },

              {

                "value": "https://id-api.idfy.io/sessions?accountId=78fd9481-bdd5-490d-885d-a727010f9f2d",

                "key": "requestUrl"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: User Initiated",

            "TimeStamp": "2023-06-28T17:20:48Z",

            "Data": [

              {

                "value": "88.98.116.226",

                "key": "ipAddress"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1",

                "key": "userAgent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Session Created",

            "TimeStamp": "2023-06-28T17:20:49Z",

            "Data": [

              {

                "value": "plLe68hgaLfLdkpb",

                "key": "clientId"

              },

              {

                "value": "uB5gJzjFCyjLF0HZazxluruLCnG9",

                "key": "traceId"

              },

              {

                "value": "88.98.116.226",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Initiated",

            "TimeStamp": "2023-06-28T17:20:51Z",

            "Data": [

              {

                "value": "88.98.116.226",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Success",

            "TimeStamp": "2023-06-28T17:21:24Z",

            "Data": [

              {

                "value": "9578-5999-4-1429182",

                "key": "providerId"

              },

              {

                "value": "88.98.116.226",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-authsession-success",

            "TimeStamp": "2023-06-28T17:21:25.695Z",

            "Data": [

              {

                "value": "User has successfully authed",

                "key": "description"

              },

              {

                "value": "4404ddcbf6404637a914b02f011ddd54",

                "key": "authentication-sessionId"

              },

              {

                "value": "NoBankidNetcentric",

                "key": "authentication-method"

              },

              {

                "value": "9578-5999-4-1429182",

                "key": "auth-response-unique-id"

              },

              {

                "value": "-----BEGIN CERTIFICATE----------END CERTIFICATE-----",

                "key": "signing-certificate"

              },

              {

                "value": "88.98.116.226",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-sign-success",

            "TimeStamp": "2023-06-28T17:21:25.7031744Z",

            "Data": [

              {

                "value": "User has successfully used eaccept to sign the document",

                "key": "description"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "88.98.116.226",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          }

        ]

      }

    ],

    "MergeFieldData": {

      "DateOfBirth": "1974-06-11"

    },

    "EidLogo": null,

    "NameIsManuallyEnteredBySigner": false

  },

  {

    "SignerId": "57eab732-4315-4575-83ab-b02f009894e0",

    "SignerName": "Vestby, Jan Terje",

    "DateOfBirth": "1964-02-19",

    "EacceptMethodUniqueId": "9578-5999-4-1467151",

    "HandwrittenSignature": null,

    "EacceptMethod": "BankID (NO)",

    "EacceptMethodRaw": "no_bankid",

    "IsSmsOtp": false,

    "ShowNameIsManuallyEnteredBySignerLabel": false,

    "SignedTime": "2023-06-28T14:33:52.477Z",

    "Events": [

      {

        "Environment": {

          "SigningServer": null,

          "SigningClient": {

            "PKIProvider": null,

            "UserAgent": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.5.1 Mobile/15E148 Safari/604.1",

            "OS": "iOS 16.5.1",

            "IP": "193.214.64.194",

            "Platform": null

          },

          "HostServer": {

            "DNS": "signapi.signicat.io",

            "OS": "Unix 5.15.89.0",

            "IP": "172.20.1.80",

            "NET_VERSION": null,

            "MachineName": "signature-api-c55497f94-gmd8j"

          }

        },

        "Signature": [],

        "Events": [

          {

            "Name": "document-created",

            "TimeStamp": "2023-06-28T09:15:31.945Z",

            "Data": [

              {

                "value": "Created by API (http://signapi.signicat.io/api/documents)",

                "key": "description"

              },

              {

                "value": "23.97.132.18",

                "key": "Server-IP"

              },

              {

                "value": "p9986b9472a1f453dbba71cfdea26c0de",

                "key": "Oauth2-ClientId"

              }

            ]

          },

          {

            "Name": "link-clicked",

            "TimeStamp": "2023-06-28T14:32:49.172Z",

            "Data": [

              {

                "value": "User clicked link sent in SMS to: +4792251152",

                "key": "description"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.5.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              },

              {

                "value": "193.214.64.194",

                "key": "client-ip"

              },

              {

                "value": "57eab732-4315-4575-83ab-b02f009894e0",

                "key": "signer-id"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "smsOtp",

                "key": "auth-before-sign-mechanism"

              }

            ]

          },

          {

            "Name": "init-auth-before-sign",

            "TimeStamp": "2023-06-28T14:32:49.431Z",

            "Data": [

              {

                "value": "User has to authenticate themselves before they can see the document",

                "key": "description"

              },

              {

                "value": "SmsOtp",

                "key": "authentication-method"

              },

              {

                "value": "20a2037d4b7640a3aa76b02f00efba63",

                "key": "authentication-sessionId"

              },

              {

                "value": "193.214.64.194",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.5.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "auth-before-sign-success",

            "TimeStamp": "2023-06-28T14:33:07.918Z",

            "Data": [

              {

                "value": "User has successfully authenticated themselves",

                "key": "description"

              },

              {

                "value": "SmsOtp",

                "key": "authentication-method"

              },

              {

                "value": "+4792251152",

                "key": "auth-response-unique-id"

              },

              {

                "value": "193.214.64.194",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.5.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "read-document-3a432252-0d91-4b96-a0aa-b02f00989421",

            "TimeStamp": "2023-06-28T14:33:08.908Z",

            "Data": [

              {

                "value": "ZXZECBdkpDNVyNWAFHk1/MYmwLJbIt3sOjBcrTjEFVs=",

                "key": "document-hash-sha-256"

              },

              {

                "value": "redegjørelse åpenhetsloven_0.1.pdf",

                "key": "document-title"

              },

              {

                "value": "3a432252-0d91-4b96-a0aa-b02f00989421",

                "key": "document-id"

              },

              {

                "value": "pdfjs 2.14.305",

                "key": "pdf-viewer"

              },

              {

                "value": "User viewed document in pdfViewer",

                "key": "description"

              },

              {

                "value": "193.214.64.194",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.5.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "init-eaccept-auth",

            "TimeStamp": "2023-06-28T14:33:15.584Z",

            "Data": [

              {

                "value": "User has to accept/sign the document(s) with specified authentication methods",

                "key": "description"

              },

              {

                "value": "NoBankidMobile",

                "key": "authentication-method"

              },

              {

                "value": "8fd0dec48a0d4e04a8c1b02f00efd8fc",

                "key": "authentication-session-id"

              },

              {

                "value": "193.214.64.194",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.5.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Session Created",

            "TimeStamp": "2023-06-28T14:33:15Z",

            "Data": [

              {

                "value": "35.234.168.140",

                "key": "ipAddress"

              },

              {

                "value": "https://id-api.idfy.io/sessions?accountId=78fd9481-bdd5-490d-885d-a727010f9f2d",

                "key": "requestUrl"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.5.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: User Initiated",

            "TimeStamp": "2023-06-28T14:33:15Z",

            "Data": [

              {

                "value": "193.214.64.194",

                "key": "ipAddress"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.5.1 Mobile/15E148 Safari/604.1",

                "key": "userAgent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Session Created",

            "TimeStamp": "2023-06-28T14:33:26Z",

            "Data": [

              {

                "value": "92251152",

                "key": "mobile"

              },

              {

                "value": "190264",

                "key": "dateOfBirth"

              },

              {

                "value": "Hpsc+Gcuf3oSX6nnaiqMS+fmb3Q=",

                "key": "transactionRef"

              },

              {

                "value": "STILREN DUO",

                "key": "merchantRef"

              },

              {

                "value": "193.214.64.194",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.5.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Initiated",

            "TimeStamp": "2023-06-28T14:33:26Z",

            "Data": [

              {

                "value": "null",

                "key": "mobile"

              },

              {

                "value": "null",

                "key": "dateOfBirth"

              },

              {

                "value": "null",

                "key": "transactionRef"

              },

              {

                "value": "null",

                "key": "merchantRef"

              },

              {

                "value": "193.214.64.194",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.5.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Success",

            "TimeStamp": "2023-06-28T14:33:50Z",

            "Data": [

              {

                "value": "9578-5999-4-1467151",

                "key": "providerId"

              },

              {

                "value": "193.214.64.194",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.5.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-authsession-success",

            "TimeStamp": "2023-06-28T14:33:52.523Z",

            "Data": [

              {

                "value": "User has successfully authed",

                "key": "description"

              },

              {

                "value": "8fd0dec48a0d4e04a8c1b02f00efd8fc",

                "key": "authentication-sessionId"

              },

              {

                "value": "NoBankidMobile",

                "key": "authentication-method"

              },

              {

                "value": "9578-5999-4-1467151",

                "key": "auth-response-unique-id"

              },

              {

                "value": "-----BEGIN CERTIFICATE----------END CERTIFICATE-----",

                "key": "signing-certificate"

              },

              {

                "value": "193.214.64.194",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.5.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-sign-success",

            "TimeStamp": "2023-06-28T14:33:52.5303982Z",

            "Data": [

              {

                "value": "User has successfully used eaccept to sign the document",

                "key": "description"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "193.214.64.194",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.5.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          }

        ]

      }

    ],

    "MergeFieldData": {

      "DateOfBirth": "1964-02-19"

    },

    "EidLogo": null,

    "NameIsManuallyEnteredBySigner": false

  },

  {

    "SignerId": "4ac6c779-0831-4de7-b441-b02f009894e0",

    "SignerName": "Geirsta, Anders",

    "DateOfBirth": "1970-05-14",

    "EacceptMethodUniqueId": "9578-5995-4-205914",

    "HandwrittenSignature": null,

    "EacceptMethod": "BankID (NO)",

    "EacceptMethodRaw": "no_bankid",

    "IsSmsOtp": false,

    "ShowNameIsManuallyEnteredBySignerLabel": false,

    "SignedTime": "2023-06-28T09:17:32.602Z",

    "Events": [

      {

        "Environment": {

          "SigningServer": null,

          "SigningClient": {

            "PKIProvider": null,

            "UserAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36 Edg/114.0.1823.58",

            "OS": "Windows 10",

            "IP": "193.214.64.194",

            "Platform": null

          },

          "HostServer": {

            "DNS": "signapi.signicat.io",

            "OS": "Unix 5.15.89.0",

            "IP": "172.20.2.5",

            "NET_VERSION": null,

            "MachineName": "signature-api-c55497f94-rlxjg"

          }

        },

        "Signature": [],

        "Events": [

          {

            "Name": "document-created",

            "TimeStamp": "2023-06-28T09:15:31.945Z",

            "Data": [

              {

                "value": "Created by API (http://signapi.signicat.io/api/documents)",

                "key": "description"

              },

              {

                "value": "23.97.132.18",

                "key": "Server-IP"

              },

              {

                "value": "p9986b9472a1f453dbba71cfdea26c0de",

                "key": "Oauth2-ClientId"

              }

            ]

          },

          {

            "Name": "link-clicked",

            "TimeStamp": "2023-06-28T09:16:19.676Z",

            "Data": [

              {

                "value": "User clicked link sent in Email to: anders.geirsta@skanska.no",

                "key": "description"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36 Edg/114.0.1823.58",

                "key": "user-agent"

              },

              {

                "value": "193.214.64.194",

                "key": "client-ip"

              },

              {

                "value": "4ac6c779-0831-4de7-b441-b02f009894e0",

                "key": "signer-id"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "smsOtp",

                "key": "auth-before-sign-mechanism"

              }

            ]

          },

          {

            "Name": "init-auth-before-sign",

            "TimeStamp": "2023-06-28T09:16:19.985Z",

            "Data": [

              {

                "value": "User has to authenticate themselves before they can see the document",

                "key": "description"

              },

              {

                "value": "SmsOtp",

                "key": "authentication-method"

              },

              {

                "value": "41b71e873856415ab0f0b02f0098cd04",

                "key": "authentication-sessionId"

              },

              {

                "value": "193.214.64.194",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36 Edg/114.0.1823.58",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "auth-before-sign-success",

            "TimeStamp": "2023-06-28T09:16:41.621Z",

            "Data": [

              {

                "value": "User has successfully authenticated themselves",

                "key": "description"

              },

              {

                "value": "SmsOtp",

                "key": "authentication-method"

              },

              {

                "value": "+4793444605",

                "key": "auth-response-unique-id"

              },

              {

                "value": "193.214.64.194",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36 Edg/114.0.1823.58",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "read-document-3a432252-0d91-4b96-a0aa-b02f00989421",

            "TimeStamp": "2023-06-28T09:16:42.127Z",

            "Data": [

              {

                "value": "ZXZECBdkpDNVyNWAFHk1/MYmwLJbIt3sOjBcrTjEFVs=",

                "key": "document-hash-sha-256"

              },

              {

                "value": "redegjørelse åpenhetsloven_0.1.pdf",

                "key": "document-title"

              },

              {

                "value": "3a432252-0d91-4b96-a0aa-b02f00989421",

                "key": "document-id"

              },

              {

                "value": "pdfjs 2.14.305",

                "key": "pdf-viewer"

              },

              {

                "value": "User viewed document in pdfViewer",

                "key": "description"

              },

              {

                "value": "193.214.64.194",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36 Edg/114.0.1823.58",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "init-eaccept-auth",

            "TimeStamp": "2023-06-28T09:17:02.715Z",

            "Data": [

              {

                "value": "User has to accept/sign the document(s) with specified authentication methods",

                "key": "description"

              },

              {

                "value": "NoBankidNetcentric",

                "key": "authentication-method"

              },

              {

                "value": "b8448b1d47b1480aa53cb02f0098ff2f",

                "key": "authentication-session-id"

              },

              {

                "value": "193.214.64.194",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36 Edg/114.0.1823.58",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Session Created",

            "TimeStamp": "2023-06-28T09:17:02Z",

            "Data": [

              {

                "value": "35.234.168.140",

                "key": "ipAddress"

              },

              {

                "value": "https://id-api.idfy.io/sessions?accountId=78fd9481-bdd5-490d-885d-a727010f9f2d",

                "key": "requestUrl"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36 Edg/114.0.1823.58",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: User Initiated",

            "TimeStamp": "2023-06-28T09:17:03Z",

            "Data": [

              {

                "value": "193.214.64.194",

                "key": "ipAddress"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36 Edg/114.0.1823.58",

                "key": "userAgent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Session Created",

            "TimeStamp": "2023-06-28T09:17:03Z",

            "Data": [

              {

                "value": "13vcEeFfoikLFUPj",

                "key": "clientId"

              },

              {

                "value": "sngFhOf6UxTsF629ea0ldaU0SFll",

                "key": "traceId"

              },

              {

                "value": "193.214.64.194",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36 Edg/114.0.1823.58",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Initiated",

            "TimeStamp": "2023-06-28T09:17:05Z",

            "Data": [

              {

                "value": "193.214.64.194",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36 Edg/114.0.1823.58",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Success",

            "TimeStamp": "2023-06-28T09:17:32Z",

            "Data": [

              {

                "value": "9578-5995-4-205914",

                "key": "providerId"

              },

              {

                "value": "193.214.64.194",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36 Edg/114.0.1823.58",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-authsession-success",

            "TimeStamp": "2023-06-28T09:17:32.644Z",

            "Data": [

              {

                "value": "User has successfully authed",

                "key": "description"

              },

              {

                "value": "b8448b1d47b1480aa53cb02f0098ff2f",

                "key": "authentication-sessionId"

              },

              {

                "value": "NoBankidNetcentric",

                "key": "authentication-method"

              },

              {

                "value": "9578-5995-4-205914",

                "key": "auth-response-unique-id"

              },

              {

                "value": "-----BEGIN CERTIFICATE----------END CERTIFICATE-----",

                "key": "signing-certificate"

              },

              {

                "value": "193.214.64.194",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36 Edg/114.0.1823.58",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-sign-success",

            "TimeStamp": "2023-06-28T09:17:32.6524005Z",

            "Data": [

              {

                "value": "User has successfully used eaccept to sign the document",

                "key": "description"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "193.214.64.194",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36 Edg/114.0.1823.58",

                "key": "user-agent"

              }

            ]

          }

        ]

      }

    ],

    "MergeFieldData": {

      "DateOfBirth": "1970-05-14"

    },

    "EidLogo": null,

    "NameIsManuallyEnteredBySigner": false

  }

]
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